G I S rASNHOOPM
CEPBUNC

CpencTBo 3auThl MHOPMAaLIMKN OT HECAHKLIMOHMPOBAHHOIO J0CTYNa
«BrnokxocT-CeTb 3»

PyKOBO,EI,CTBO nornb3oBaTend

Cankr-leTepbypr, 2019



G I FABVHOOPM C3W «BrnokxocT-CeTb 3»
CEPBUC PykoBOACTBO Morb3oBaTenst 2

CopepxaHue

1 OBLLME CBEIAEBHMSA......cceveeeeee et et e et e e et e e et e ettt e et e e et e e s eae s s eb e e sabaessaaasssanasssanneanes 3
1.1 HasHauyeHne C3U «BnOKXOCT-CETb 3% ..ooiiiiiiiiiiiiiiiii i 3
1.2 HeoBX0ANMAA MHDOPMALINS ........cceeiiiiiiiiie e e eee e e e e e e e e e e e e e e e aaeeas 3
2 3 o a W = ot (o =Y PRSPPI 4
2.1. Buabl ayTEHTUUKALMM MPU BXOLE B CUCTEMY ..eevvviiieeeeeeeeeeiniiinnaaaeeeeeeeessnnnnnaaaaeeees 5

2.1.1 AyTeHTudumkaumsa ¢ npeabsaBneHNEM 3MIEKTPOHHOro naeHTudmkaTopa/oTvyKaaemoro
HocUTeNs/NepcoHanbHOro  naeHTUduMKaTopa nonb3oBaTend, XpaHsAWeroca B peecTpe

WWINAOWS . s 6
2.1.2 AyTeHTUUKaLms N0 CEPTUPUKATY MOSNB3OBATEIS ..uuuneeeeriieeeeetinieeeeetiaaeeeesnnaaeeeesnnns 7
P RGN = 5 (oY W oL T 0] 1= x 1= F 8
2.2 (77T L= =3 (0 a = T = O L O 9
2.2.1 Bxopg no naponto (CTaHOAPTHASA aYTEHTUMMKALM) ..uuneeeeeeeeeiiiiiiiaeeeeeeeeeeeennnaeaeeeeeens 9
2.2.2 Bxop B cucteMy C aBTOMATUHECKUM BBOLAOM MAPOTIH ..uuuneeeeeeeeiiiiinaaeaeeeeeeeeennnnnnnns 10
2.3 CMEHA MAaPOSIA MOSB3OBATEIIS .. cevvvvineeeiiiieeeeettieeeeeettaaeeeersaaeessraaaeessssaaeeesssaaeeeenes 11
2.4 3anucb napond nonb3oBaTesnist Ha NePCOHAanNbHbIN MAEHTUMUKATOP. .....uveeeerrnnnnnnns 12
2.5 MNameHeHne PIN-koga nepcoHanbHOro NMOAEHTUMUKATOPA .....cvvvneeeieeeiieeeiieeeeaieeennn 12
2.6 BpemeHHas BNOKNPOBKA KOMIMBIOTEPA .. .cccvvvuneereriieeeertieeeseesseeeesessneeesrssnnaaeessssnaeess 13
2.6.1 BrioknpoBKa 1 Pa36ITOKUPOBKA KOMMBIOTEPE@......everrrrerrrrrrrreneeenersssnsssnssssnesssssssssnnssessenees 13

2.6.2 ABTOMaTu4deckas 6noKMpoBKa KOMMbIOTEPA NPU OTKITHOYEHUN KNHOYEBOro HocuTena 14

3 PaboTa B yCrnoBusaX orpaHUYEHUst AOCTYNA K PECYPCAM ....cceeeeeeeeeeeeeeieeeeeeeeeeaeaeeeeenn 16
3.1 MexaHn3Mbl PA3rPAHUYEHUS JOCTYIIA ..euuuuunneeeeeeeeeiiiiiiaaaeeeeeeeeesssnnnaaaaeeeeeeeesnnnnnns 16
3.1.1 [NCKPELMOHHBIN MEXAHMBM ....cevueeeineeeteesaieeeaueeesneesaaeeesaeesnneesnnaessnnaessnnaesanaeesnaeeens 16
3.1.2 MaHOATHOE PABIPAHMUEHME ......uneieiieieieeeei e e et e e et e e et e e e ete e e et e e e et e e eaaneeeaneesanneeennneeens 16

3.2 MpaBuna paboTbl C KOHPUOEHUMANBHBIMU PECYPCAMM .....ceeeeeeeeiiiiiieaeeeeeeeeeainneenns 17



G I FABVHOOPM C3W «BrnokxocT-CeTb 3»
CEPBUC PykoBOACTBO Morb3oBaTenst 3

1 OObwwme cBeaeHunsd

1.1 HasHauyeHue C3UN «BnokxocTt-CeTb 3»

CpeactBo 3awmTtbl MHPopmaummn «bnokxoct-CeTb 3» ABNSEeTCA NPOrpaMMHO-TEXHUYECKUM
CpeacTBOM 3alimTbl MHOPMaLUMM OT HEeCaHKLMOHMPOBAHHOIO AOCTyna K WHdopMauuu,
npegHasHa4YeHHbIM ANA KOMMIEKCHOM U MHOTOYHKLUMOHANbHON 3aLlnTbl MHGOPMAaLMOHHO-
NPpOrpaMMHbIX  PECypCOB  OT  HECaHKLUMOHMPOBAHHOrO  AocTyna npu pabote B
MHOrononb30BaTeNbCKUX aBTOMaTM3npoBaHHbIX cuctemax (AC) Ha 6Gase nepcoHarbHbIX
komnbtoTepoB ([MK) nog ynpaBneHuem onepaumoHHbix cuctem (OC) Microsoft Windows
2008R2/7/8.1/2012/2012R2/10/2016/2019.

1.2 Heobxopaumasa nHgpopmaums

Ona paboTbl ¢ KoMnboTEPOM, 3awmweHHbiM C3U «bnokxocT-CeTb 3», nonb3oBaTtesb
JOIMKEH 3HaTb N UMETb:

Ne
HavmeHoBaHue OnucaHue
n/n
1 Nma WaoeHtudukatop nonb3osatens ans C3UN «bnokxocT-
Cetb 3» 1 OC Windows
2 Mapornb [na npoBepku nognMHHOCTM nonb3oBatens B C3U
«bnokxocTt-CeTb 3» n OC Windows
3 [omeH Tun ayteHTudumkaumm B OC Windows (nokanbHas
WKW Ha KOHTpoOnnepe AoMeHa)
4 YpoBeHb JocTyna Pexum  obpabotkm  uHGopmauum ana  C3U
«BbnokxocTt-CeTb 3»

5 [MepcoHanbHbIN noeHtndukatop | Ona  xpaHeHust  knoveBon  mHdopmaumm  C3U
(eToken/SafeNet eToken/JaCarta/AvBign/E | «brnokxocTt-CeTb 3» " ayTeHTuduKaLmm
SMART Token/ ruToken/USB- | nonb3oBartenst (Npy MUCMonb3oBaHUN ABYX(AKTOPHOW
HakonuTens/auckeTal nepcoHanbHbIi | @YyTeHTUdMKaL M)
noeHTudmkaTop nonb3oBartens,
pacnonoxeHHbl B peectpe Windows)

6 PIN-koz [Mapone nepcoHanbHOro wuaeHTUdukaTopa  Ang

gocTyna K krtoyeBorn nHdopmaumm C3U «bnokxocT-
Cetb 3» (Mpu wnCNOMNb30BaHUM  OBYX(PAKTOPHON
ayTeHTudmKaLmm)

MepeyncrneHHble Bbille UAEHTUMUKAUMOHHBbIE AaHHbIE U NEepCOoHarbHble MOeHTUUKATOPbI
AOMMKHbI  UCMONb30BaTbCA W XpaHUTbLCA C  MpMMeEHeHMem Mep  GesonacHocTu
OpraHM3auUMoOHHOIO XapakTepa, MWCKMYalWmX BO3MOXHOCTb WX HEeCaHKUMOHMPOBaAHHOIO
NCMNonb30BaHUS.
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2 Bxop B cuctemy

Ha «komnbtoTepe, 3awmuweHHom C3U  «bnokxoct-CeTb 3», BbINOMHSAETCA npoueaypa
AByxcaktopHon ayTeHTudukaumm. CyTb €€ 3akni4yaeTcss B TOM, YTO CUCTEMaA 3alUUTbI
TpebyeT OT Nonb3oBaTeNns «NpPeabsBUTb» €N HE TONbKO MH(OPMaLNIO, KOTOPYKD OH AOSMKEH
noMHUTL (MMms, naponb, PIN-kog), HO M «BelLleCTBEHHble [oKa3aTernbCTBa» WCTUHHOCTU
nonb3oBatenss. B kavyectBe Takux «pgokasatenbctB» B C3W «bnokxoct-Cetb 3»
NCMosb3yTCA nepcoHarnbHble naeHTUdMKaTopbI: eToken\SafeNet
eToken\ruToken\JaCarta\AvBign\ESMART Token\USB-HakonuTtenb nnu ancketa\
nepcoHanbHbI MAEHTUdUKATOP MNONb30BaTENS, PACMONIOKEHHbIN B XpaHUnuLie peecTpa
Windows (ganee — nepcoHarnbHblM WMOEHTUUKATOP B peecTpe), Ha KOTOpbIX 3anucaHa
KnioyeBaa uHopmauus Ona goctyna B cuctemy. [lpy mMcnonb3oBaHuU OBYX(akTOpHOW
ayteHTuukauum C3MN «brnokxoct-CeTb 3» BXxon norib3oBaTens B CUCTEMY U AarbHeuLlas
3arpy3ska OC 6e3 npeabsaBneHns 3NeKTPOHHOIO NAEHTUNKATOP HEBO3MOXHbI.

MHpopmauma ana ayTeHTUMKauMm Ha nepcoHanbHbIX MAEHTUdUKaTopax 3alluiieHa
cneumanbHbiM naponem — PIN-kogom. CtaHgapTHbin PIN-kog wnaoeHTudukatopoB Anst
ruToken — «12345678», onsa eToken n SafeNet eToken — «1234567890», ana JaCarta —
«1234567890», ona ESMART Token — «12345678», ona AvBign — «12345678». B
panbHenwem ctangapTtHbii PIN-kog moxeT ObiTb nameHeH. [na USB-Hakonutens, gucKeTbl
PIN-kog ©n nepcoHanbHOro wuaeHTudgukatopa B peecTpe 3agaetca cpeactsamun C3U
«bnokxocT-CeTb 3».

Mpu 3agaHum PIN-koga Ons nepcoHanbHbIX 3NEKTPOHHbIX MOEHTUUKaToOpOoB
¢ eToken, SafeNet eToken, ruToken JaCarta, AvBign n ESMART Token He cnegyet
NCNonb30BaThb pycckne ByKBbI.

Mpn ncnonb3oBaHun aByxdaktopHon ayteHTudukauum C3UM «bnokxoct-CeTb 3» B crniyyae
He3HaHua PIN-koga unu ytepu nepcoHanbHOro uaeHtudukartopa, Bxo4 B cuctemy byger
HEBO3MOXeH. [1ns ero BOCCTAHOBMNEHUS criegyeT obpatutbCa K agMUHUCTpaTopy
©e3onacHocTu.

Peakums C3UM «bnokxocTt-CeTb 3» Ha crnydam HenpaBWibHOrO BBOAA UOEHTUAMKALMOHHOMN
WHopMauumn  (HenpaBWUIlbHBLIA  JIOTMH WX NApofib  NONb3oBaTens, npeabsaABreHne
CTOPOHHEro nepcoHanbHOro naeHTudukatopa u/mnu Beog HesepHoro PIN-koga goctyna K
HeMy) HacTpavMBaeTcs agMWUHUCTPATOpPOM 6e30MacHOCTU B KOHCOMW agMWUHUCTPUPOBAHUSA
C3M n npegnonaraet OGnOKMPOBKY MOMb30OBaTens, OT MMEHM KOTOPOro ocyllecTBnsnach
aBTOpM3auUu4, Ha onpeaernieHHoe BpeMS.

YkasaHHble npu Bxode nonb3oBatens B OC 3HayeHMss MaHOATHOM METKM U KaTeropum
onpegensalT npaBa AocTyna nonb3oBaTtend (ypoBeHb Aoctyna) no obpaboTtke
KOH(pmnaeHUmansHoOn MHpOpPMaLnMn U BO3MOXHOCTU B3aUMOOENCTBUS C APYrMMU paboynmm
ctaHuuamm JIBC. Npu aTOM 3Ha4YeHne mMaHOaTHOM METKM paBHoe 1, 6e3 ykasaHus 3HauYeHun
Henepapxm4ecknx KaTteropum, COOTBETCTBYET pexmMMmy obpaboTKn OTKPbLITOM MHdOpMaLuK, n
B3anmogencteme ¢ gpyrmmm patounmm ctaHumamu JIBC paspeweHo. Ecnn xe 3HadeHue
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MaHaaTHoOM MeTku Bonblie 1, u/vnn ykasaHo 3HayYeHue Hemepapxudeckon KaTeropum — TO
370 pexunm 0b6paboTkM KOHMaeHUMansHOM MHdopMauuun. NMpn 3TOM BO3MOXHbI CriegyroLme
BapUaHTbI:

. YPOBHM [OCTyna nonb3oBatens (MeTka W Kateropus cybbekta) U ypOBEHb
KOH(bMAEHUMANbHOCTM CETEBOro pecypca (MeTka M Kateropusi o6bekta) paBHbl — CyObekT
nony4aeT NOsHbIA 4OCTYN K OO bEKTY;

J ypoBeHb A0CTyna nonb3oBatens (cybbekra) Gonblue ypoBHS KOHUAEHUMANbHOCTU
CeTeBOro pecypca — cybbekT nony4vaeT A4OCTYN K 06beKTy No YTeHuto. Nonb3oBaTens MOXeT
COXpaHUTb OOBLEKT Ha cBoen paboyen CTaHLMM TONbKO C YPOBHEM KOHMUOEHUMANBbHOCTH,
paBHbIM CBOEMY YPOBHIO AOCTYNa;

o ypOBEHb AOCTyna nonb3oBaTens (CybbekTa) MeHblle YPOBHS KOH(MAEHUMANbHOCTU
CEeTeBOro pecypca — CyObekT He umeeT AoCTyna K 06 bekTy.

¢ CTOUT OTMETUTbL, YTO HE3ABUCMMO OT 3HAYEHUS1 YPOBHA OOCTyNa Nofb3oBaTens,
nepBbin Bxog B OC OH [O/mKeH BbINOSHWUTb, yKa3aB 3Ha4YeHWe MaHOAaTHOW
MeTKNU, paBHoe 1. 31O HeobxoaMmMoO AOnS KOPPEKTHOro co3gaHus npoduns
nonb3oBaTens onepaumoHHON CUCTEMOMN.

Mpy BBOAE Napons Kaxabli ero CUMBOI OoToOpaXkaeTcs Ha akpaHe B Buae «*». MNpu aTOM
HeobXo4MMO y4nUTbIBaTb, YTO CTPOYHblE W MPOMUCHble OyKBbI, KMpunnvua m naTuHuua
pasnuyatotca. Ecnn npu BBoge mmenn, napona unu PIN-koga Obina HenpaBuibHO HaxaTa
Kakas-nnbo knaeuLla, MOXHO CKOPPEKTMPOBaTb OLWMBOYHO HabpaHHbIE CUMBOSIbI B CTPOKE U
3aHOBO MOBTOPUTbL BBOA,.

OcobeHHocTu Bxoga B OC B 6e3o0nacHOM pexume

Heobxogumo obpaTutb BHMMaHWe Ha TO, 4To BoMTM B OC B GesonacHOM pexume Ha
paboyyto cTaHumio C yctaHoBneHHbiM C3U  «bnokxocT-CeTb 3» MOXHO TONbKO MOA
BCTPOEHHOWM y4eTHOWN 3anucbto agmuHucTpaTopa OC Windows (gomeHa).

2.1. Bupbl ayTeHTU(pPUKaLUUM npu BXoae B cUCTeMy
Mpn ayteHTudumkaumm B OC Windows 7/Server 2008R2 npu 3arpyske CUCTEMbI
npegycMOTPEHbI criegyowme Buabl Bxoga B cuctemy (puc. 1):

o BXO4 C MpeabsiBEHNEM 3neKTPOoHHOro maeHTtudukatopa ruToken, eToken, SafeNet
eToken; JaCarta PRO, JaCarta OCT, JaCarta PKI, Avest Token, ESMART Token;

° BXOZ C npeabsiBrieHnem otyyxgaemoro Hocutensa (USB-Hakonutens/guckeTa);
° BXOZ MO cepTudukary;

o BXOZ MCNOSb30BaHMEM NepcoHanbHOro naeHtudgukartopa B peectpe Windows (3Ha4ok
NosIBNSAETCS MpW YCrnoBuK, 4TOo ogHoMy unu 6onee nonb3oBatenen B C3M npucsoeH
HOCUTENb JAaHHOro B1Aa);

o BXOA nonb3oBartens 6e3 npeabdaBlieHNA SNEKTPOHHOIo I/Iﬂ,eHTI/I(*)I/IKaTOpa.
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- |

eToken eToken ruToken Rutoken ESrnart ESMART Avest AVEST

Registry Devicel Removable &:\ (BlockHost) Removable F\USB Bxog nonssoeatena

PucyHok 1 — Aytentudpmkauyma 8 OC Windows 2008R2/7

211 AyTteHTUdunkKauun c npegobABlIeHNEM 3NEeKTPOHHOIro
naeHTudunkaropa/otyyxgaemoro Hocutens/nepcoHanbHoOro wuaeHtTudukaTopa
nonb3oBartens B peectpe Windows

Onsa ayTeHTUdUKauMm B CUCTEME C MNpeabsiBIEHNEM 3NEKTPOHHOro wuaeHtudukartopa,
OTYYXXOAaeMoro HocuTens Wnn nepcoHanbHoro wuaeHtndgukatopa B peectpe Windows,
Heobxoanmo NOAKNIOYNTb ANEKTPOHHbIN naeHTndukaTop /oTyyXoaemblin
HocuTenb/NepcoHanbHbin naeHTudukatop B peectpe Windows, 3ateM HaxaTb KHOMKY C
HeoBX0aMMbIM TUMOM HOCUTENSA U 3anoSTHUTb cneayowmne nons (puc. 2):

° Umsi nonb3oeamensi — BBOAUTCA UMMSA Y4YeTHOM 3anucu nosib3osartensd. [lpu
HeobxoAUMOCTN CMEeHUTb AOMEH BXxO4a MMs Monb3oBaTens BBOAMUTCA B dopmarte
Domain_name\User_name,;

. lMaposnb — BBOANTCS Naposnb, COOTBETCTBYIOLNIN BBEAEHHOMY MMEHWN NOMb30BaTENS;
° PIN-k00 — BBoguTCcst PIN-ko4 gocTtyna K HOCUTENIO;

. MaHOamHasi Memka — BBOASTCA NepeyvucrieHHble 4Yepes3 3anatyio n 6e3 npobenos
3Ha4YeHNne MaHOaTHOM METKM WM HaUMEHOBaHUS  KaTeropum, MNPUCBOEHHbIX
nonb3oBaTento. HesaBnCUMO OT 3HAYEHUA MaHOATHOW METKU NOoSib30oBaTens, NnepBbiv
Bxoa B OC OH [OMmKeH BbIMNOMHUTbL, YKa3aB TOMbKO 3HA4YeHWe MeTKku, paBHoe 1, 6e3
BBOAA MMeH KaTteropum. OTO HeobXoouMMoO ANns KOPPEKTHOro co3gaHusi npodmng
nosib3oBaTerisi onepaunoHHON CUCTEMON.
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ruToken Rutoken
Bxog &: WINZ008RZEMNG

omeH' ima nons3oeaTens Ione EBBODa  HMeHHE

MargatHaa meTia -

MangaTHan meTtka, kateropua 1, katerops METKH H EATeropHHE

PucyHok 2 — AyteHTudpukaumst B8 OC Windows Server 2008R2 ¢ npegbssneHmem ruToken

2.1.2 AyteHTudumkaumsa no ceptudmkaty nonb3oBarens

B C3WN «bnokxoct-CeTb 3» peanns3oBaHa BO3MOXHOCTb ABYX(paKTOPHOW ayTeHTuUpmKaumm
nonb3oBatenen cpeactesamm C3U, npu Bxoge B OC Windows ¢ ncnonb3oBaHmem umdpoBbIX
cepTudmKaToB Nonb3oBaTenen.

Onsa ayteHTMdukaumm no ceptudukaty HeobxoouMMO MOAKMIYUTL  NEepPCOHarnbHbIV
ANeKTpoHHbIN  naeHtTudukatop (eToken/SafeNet eToken/JaCarta/lESMART Token/Avest
Token/ruToken), cogepxawmn ceptudumkaT Nonb3oBaTens U HaxaTb KHOMKy Bxod co
cmapm-kapmou <Umsi nonb3oeamesnsi> (puc. 1). B nosiBuBLLEMCS OKHE (pUC. 3) HYXXHO B
cooTBeTcTBYloWwMe nonst BeBecTU PIN-kog nOAKMOYEHHOro HOCUTENst U MNepevnUcrieHHble
yepes 3anaTyo n 6e3 npobenos 3HayeHne MaHOAATHONW METKM U HaMMEHOBaHUS KaTeropumn,
NPUCBOEHHbIX NMOMb30BaTenNto (HE3aBMCUMO OT 3HAYEHUA MaHL4ATHOW METKM Nonb3oBaTens B
C3W, nepBbin Bxoa B OC OH JOMKEH BbIMOMHUTL, YKa3aB 3Ha4YeHne MeTku, paBHoe 1, 6e3
BBOAlA WMMEH KaTeropum, 370 HeobxoauMmMoO [nsi KOPPEKTHOro cosgaHus npodunsa
nonb3oBaTenst onepaumoHHon cuctemon). OcTanbHble AdaHHble nonb3oBatena 6yayT
aBTOMAaTUYECKN CYMTaHbI C HOCUTENS.
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Bxoa co cmapT-kapToi

ruToken Rutoken
Bxopg B: test.local

MaHaaTHan MeTka

! 1,Bux 5ecret

PucyHok 3 — Bxog OC Windows 2008R2/7 no cepTtudukaty

2.1.3 Bxoa 6e3 ToKkeHa

B C3U «Bbnokxoct-CeTb 3» cyuwectByeT BO3MOXHOCTb BXxoga nonb3oBaTenen B OC no
naponto 0e3 npeabsiBNEHUs KNKYEBOro Hocutensa. Ecnv agMuHuctpatop 6e3onacHocTu
npeaocTaBun nofb3oBaTento BO3MOXHOCTb Bxoga B OC 6e3 npeabsiBNEHUS KNHOYeBOro
HocuTens, To Ana Bxoga nonb3oBaTens B OC HeobOxoauMmMo HaxaTb KHONky Bxod
nonb3oeamerisi (CM. puc. 1) 1 3anNOSfTHUTL NOSS, NOKa3aHHbIE Ha pUCyHKe 9:

o Umsi nonb3o0eamesiss — BBOAUTCS NOMMH NONb3oBaTenNsi, KOTOPbIA MMEEeT NpaBo Bxoda
B OC 6e3 npeabsaBneHns kn4yeBoro Hocutend. Npu HeobxoaAMMOCTU CMEHUTb OOMEH
BXOA4a MMs nonb3oBaTensa BBogutcs B oopmate Domain_name\User_name;

o lMaponb — BBOAMTCS Naposnb NOMb30BaTenis, KOTopbii nmeeT npaso Bxoga B OC 6e3
npeabsBreHns KNOYeBOro HOCUTENNS.

Bxog nonezoeatena

Bxog s: WINZ0

pgministator__________|
T

PucyHok 4 — Bxog nonb3oBatensa B OC Windows 2008R2/7 6e3 npeabaBneHus Kro4eBoro
HocuTens
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2.2 Buabl Bxoga B OC

YTto6bl BONTN B cuctemy ¢ yctaHoBneHHbiM C3U «Bnokxoct-CeTb 3», Heobxoaumo BBeCTU
UMs Nosib3oBaTens U MNapoflb, a Takke «NpeabsBUTbY» MEPCOHasbHbIN UOEHTUdUKaATOpP U
BBecTu PIN-kog goctyna K Hemy.

B C3UN «bnokxocT-CeTb 3» nogaepxumBatoTca ABa BapuaHTa (pexuma) Bxoga B CUCTEMY:
o C BBOZOM Mapons C KrasuaTypsbl (418 BCEX PEXMMOB ayTeHTUMKaUnn);

. C aBTOMAaTMYeCKMM BBOAOM Mapons, npeaBapuTeribHO 3anuCaHHbIM Ha 3MEKTPOHHbIV
naeHTudmkaTop (ana pexmva AByxdakTopHOM ayTeHTUdUKaumm).

HononHutensHo B C3U «bnokxocT-CeTb 3», NpU UCNOMb30BaHUM pexnuma ABYXEaKTOpPHOM
ayTeHTudunKaumm, peannsosaHa yHKLMA Aemoexod, KoTopasd MO3BOMSET OCYLeCTBNATb
BXO4 OT WMeHU 3adaHHOro nornb3oBatens B cuctemy 6e3 BBOAa [AaHHbIX B OKHO
ayTteHTudmnkaumm C3U «bnokxocT-CeTb 3».

Mocne BkoYeHUA gaHHoM onuun, npu 3arpy3ke OC npoucxoamnt aBTOMaTUYECKUA BXOL B
CUCTEMY Moz YY4ETHOWN 3anncbio yKa3aHHOro nonb3oBaTens, Npu 3TOM MHTepakTuBHas paboTa
nonb3oBaTtena 6Gnokumpyetca C uenbio obecnedeHuss  3awnTbl  MHOpMALMM  OT
HECaHKLUMOHNPOBAHHOIMO  MCMNOSMb30BaHNSA (OKHO  OGROKMPOBKM  WHTEPAKTUBHOW  Ceccum
onepaunoHHon cuctembl). OAna pas3bnoknmpoBaHus ceccuu Monb3oBaTento HeobXxoanmo
BBECTU CBOU MOEHTUUKALMOHHbBIE N ayTEHTU(PUKALMOHHbIE AAaHHbIE.

MoapobHee paboTta dyHKUMM Aemoexod pacCMOTpeHa B PyKOBOACTBE agMUHUCTpaTopa.

2.2.1 Bxop no naporsto (ctaHaapTHas ayTeHTUdUKauuma)

MNocne nosiBNeHWs npurnawleHns Ha Bxog B cuctemy (cMm. puc. 1) Heobxogmmo BbIGpaTb TUN
naeHtudpukatopa Bxoga B OC, B OTKpbIBLLEMCS OKHE BBECTU MOEHTUMPUKALMOHHbIE OaHHbIE
nonb3oBatens, PIN-kogq pgoctyna K nepcoHanbHOMY WAEHTUUKATOPY W 3HaYeHue
MaHOaTHOW METKU, C KOTOPOU Morb30BaTeNb BbINOSTHUT BXO B CUCTEMY.

Ecnu nonb3oBaTerb ocyLiecTBnsaeT BXoA, B oC Windows
l_ﬁ_l 7/8.1/2008R2/2012/2012R2 co cBOUM WAEHTU(MKATOPOM yXe He B NepBbIn pas,
TO, MpPVW  HanNUMuMM NOAKIKYEHHOro K paboyen CTaHUMM NepcoHanbHOro
ngeHtudpmkatopa nonb3oBaTens, B KayecTBe  MNepBOHA4yaribHOro  OKHa
npurnaweHns BXoda B cucTemy OTKpbIBaeTCS awanor BBOAA
NOEHTUMUKAUMOHHBIX [OaHHbIX MOMb30BaTeNnd AN 3TOro  Tuna  KITH4YeBOro
Hocutens. lpn atom B nons [fJomeH v MMsi nosnb3ogamersisi yxe BBeLEHbI
y4YyeTHble AaHHble nocnegHero Bxoamewero B OC nonb3oBaTtens.

CnenyeTt NOMHUTb, YTO NpW BBOAE Maponsi pa3nnyatoTcs CTPOYHbIE U NPOMNUCHbIE
m OykBbl, Kupunnuua v natuHuua. Ecnn npu BBOAE uMeHM unu napons Obina
HenpaBuIibHO Ha)kaTa Kakasa-nmbo knaeuwa, HeobxoouMmo yaanuTb OLWKWMOOYHO
HabpaHHble CUMBOJIbI B CTPOKE U 3aHOBO BBECTU HEOOXOAMMbIE 3HAYEHUS.
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Ecnn Bce paHHble, HeobxoouMmble AOnNs  ayTeHTUdUKaAUMW MNONb3oBaTens, YyKasaHbl
npaBubHO, NPOOOIPKUTCA 3arpy3ka onepaunoHHON cucTeMbl. B npouecce 3arpy3ku Ha akpaH
OyayT BbIBOANTBLCA COOBLLEHNSA O BbINOMNHAEMbIX MexaHnamamu OC aencTBusix.

2.2.2 Bxoa B cucteMy ¢ aBToMmaTU4eCKMM BBOAOM napons

B C3U «brnokxocT-CeTb 3», Npu MCMNOMNb30BaHMM pexnma ABYX(aKTOPHOW ayTeHTUMKaumm
nonb3oBaTens, CyLeCTBYeT BO3MOXHOCTb COXpPaHEHWA naponsd nonb3oBaTens Ha
nepcoHanbHOM uaeHtTudukatope (KNYEBOM HocuTene). Takad BO3MOXHOCTb MOXET
NMcnonb3oBaTbCA AN TOro, 4Tobbl Yy nonb3oBatensd He 6biNo Heobxo4MMOCTM 3anoMUHaTb
napornb U BBOAUTb €ro Npu Kakaom Bxode B cucteMmy. opsagok CMeHbl napons onucaH B
pasgene 2.3, a nMopsidoK COXPaHEHUSsI Napond Ha MepcoHanbHbIM  MOEHTUdUKaATOP
nosnb3oBaTens — B pa3gene 2.4 HacTosILWero pykoBoACTBa.

[Mocne nosiBneHMs nNpurnalleHnst Ha Bxog B cucTtemy (OKHO npurnalleHuss Bxoga B CUCTEMY
ONucaHo B NyHKTe 2.1 HAaCTOALLLEro pyKOBOACTBA) NOMb30BaTEN0 HEOBX0AUMO:

o npeaobsBUTb cBOM nepcoHanbHbIN naeHTndukaTop (noaknunTb
eToken/SafeNet eToken/ruToken/JaCarta/ESmart Token/Avest Token/USB-
HakonuTernb K USB-pa3bemy, BCTaBUTb ANCKETY B ANCKOBOA);

) BbIGpaTb TMN naeHTMdurKaTopa;
o 3anonHuTb nons Ums nonb3oeamens, PIN-ko0 n MaHOamHasi Memka,
. none BBOAA Naposisi OCTaBUTb MyCTbIM;

. HaxxaTb KHonky OK.

Peakunsa C3U «bnokxoct-CeTb 3» 3aBucuUT OT uHdOpMauuM O naporsne, 3annucaHHOW Ha
nepcoHanbHOM naeHTudumnkaTope. BoamoxHbl cnegyowme BapnaHThbi:

1) nepcoHasnbHbI NOEHTUUKATOP COOEPXUT akTyasibHbIN Naporb;

2) NnepcoHanbHbIn  MOEHTUMUKATOP COAEPXUT LPYroM naposfib, He CcoBnagarwwmn c
UMELLMMCA B cucTemMe (Hanpumep, 1u3-3a Toro, YTO CPOK AENCTBUS Naponst UCTEK U OH Bbin
3aMeHeH, HO He 3anucaH Ha NepcoHarbHbIN NaeHTUdMKaTop);

3) Ha NepcoHanbHOM UAeHTUdUKaTope HeT napons (OH He 3anucaH).

Ecnn B nepcoHanbHOM uaeHTUdUKATOpPEe COAEPXUTCA akTyalibHbI MNaposib, TO mnocrne
yCNewHoONn MpoOBEPKN MNpaB MoNb3oBaTeNns Ha BXO4 B CUCTEMY MPOOOIMKUTCA 3arpyska
onepaunoHHon cuctembl. B npouecce 3arpysku Ha akpaH 6yayT BbIBOOUTLCA COOOLEHUNA O
BbINONHAeMbIX MexaHnamamm OC gencreusx.

Ecnu wunpeHtudukatop copepXut ApyroM napornb, WNU naporib Ha uaeHTudukatope
OTCYTCTBYET, Ha 3KpaHe nosiBUTCA cooblieHne o HeBepHOM napone. [locne o3HakoMneHuns ¢
coobueHnem (Haxatme kHonmkm OK) npousomgeT BO3BpaT B Avanor BBoAa
NOeHTUMUKaLUMOHHOM MHAOPMALMM NONb30BaTeENs, B KOTOPOM HEOBXOAUMO BbiOpaTh AOMEH,
BBECTU MMS MOnb3oBaTensa U ero aktyanbHbl naposnb, PIN-kog goctyna K nepcoHasibHoOMy
noeHTudurkaTopy 1M MaHgatHyio MeTKy. B criydae TpexkpaTHOro BBOAa HeNpaBWUITbHOMO
napons, ornepauvoHHasa cucTema nepesarpysmuTcs.
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Ecnu npn nepeom Bxoge nonb3osaTtend B OC nosABnsieTca OKHO CMeHbl Napons,
¢ 39TO MOXeEeT O3Ha4yaTb, HafnpuMmep, YTO HapylleHbl TpebGoBaHMS K MWUHMMAanbHOW
AnvHe naponsa (8 cumBonos). B atom cnyyae Heobxogumo 3agaTtb naporb,
yAOBMNeTBOPAIOLWNA TpeboBaHNSM K MMHUMAIbHOW ANIMHE Napons.

Mpu Bxoge no ceptudukaty HeobxoaAMMO NpeabsBUTbL  ANEKTPOHHbIN
noeHtndpukatop (eToken/SafeNet eToken/ruToken/JaCarta/ESmart Token/Avest
Token), cogepxawmn cepTudukat nonb3osatend, Beectn PIN-kog goctyna K
KNIOYEBOMY HOCUTEMKD W YyKa3aTb 3HAYeHMe MaHOaTHOW MEeTKU MNorib3oBaTens.
OcTanbHble gaHHble nonb3oBaTtens 6yayT aBTOMaTUYeCKu CYMTaHbl C HOCUTENS.

2.3 CwmMeHa napons nosib3oBaTens

[na cmeHbl naponsa Tekyllero nornb3oBaTtens Heobxoanmo (B AaHHOM pasfene npuBeaeH
npumep cMmeHbl naponsa B OC Windows 7/Server 2008R2):

1) Ha)kaTb kKOMOMHaUuo knasuw <Ctrl>+<Alt>+<Del>;
2) HaXkaTb KHOMKY-CCbINKy CMeHumb naposb;

3) B OTKPbIBLUEMCSl AMarnore CMeHbl Napons 3anonHuTb nons Maponb, Hoewil naponsb,
lMoemopume Ho8bIU Napo’ib.

Chmusin-a

1 | s
—napﬂﬂ . —|
(EE—

Ml Coxparvrs napone Ha HocuTens

CMEHWTE NoJ

PucyHok 5 — [lnanorosoe okHO cmeHbl naponsi B OC 2008R2/7
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4) BBecTu PIN-koa goctyna K knio4eBoMy HocuTento B none Beoga lNMuH-ko0,

5) npyM HeobGXOOMMOCTM COXPaHEHUSI HOBOrO Mapons Monb3oBaTens Ha KIH4YeBOM
HocuTerne oTMeTUTb NnapameTp CoxpaHume nNapoJsib Ha Hocumersb;

6) Ha)kaTb KHOMKY NoATBepXAeHUA © nm knasuwy <Enter>.
Ecnu TpeboBaHus, npeabsensaemMble B cucteme (QOMEHe) K napornsM, HapyLleHbl,
¢ ctapbin naponbe unu PIN-kog gocTtyna K naeHTUduKaTopy ykasaHbl HENnpasubHO,

Ha 9kpaHe nosButca coobuieHne o6 owwunbke. Haxmute kHonky OK B OkHe
coobLieHns n wucnpaBbTe HeBEpHble [AaHHble, YCTAHOBMB HOBbIN MNaponb B
COOTBETCTBUW C YCTAHOBMEHHbIMW MONTUTUKAMMU.

2.4 3anucb napons nonb3oBaTens Ha nepcoHanbHbIN
naeHTudukaTop

[na 3anucK Tekyllero napons nosnib3oBaTtensi Ha HOCUTENb, C KOTOPbIM Obln OCYyLLECTBMEH
Bxoa nonb3oBaTtend B OC Windows, Heob6xoanumo:

° HaxkaTb KoMbuHaumto knasu <Ctrl>+<Alt>+<Del>;

o B OTOOpasMBLUEMCS MEHK HaxaTb KHOMKy-ccbinky CmeHumsb naposib (Change a
password);

. B OTKPbIBLUEMCSI AMarniore CMeHbl napons BBecT Bo Bce nons (Tekywull naposb,
Hoebili naposib, [loOmeepxxOeHue MnapoJsisi) 3HaA4YeHMe TeKyllero napons
nonb3oBaTens;

° BBecTM PIN-kog gocTtyna K Kn4eBoMy HocuTento B none eeoga PIN-ko0;

. OoTMeTUTb NapameTp CoxpaHumb nNapoJsib Ha HOCUMeJb;,

o HaXXaTb KHOMKY NnoaTBepXXAeHUA nnn KnasuLly <Enter>;

) HaxaTb KHOMKy OK B OkHe C coobuieHnem o0 owunbke onepauum CMeHbl Naposns
nonb3oBaTens.

Ecnu PIN-kog goctyna k nepcoHanbHOMY MAEHTUMUKATOPY U naposib nosnib3oBatens 6binm
BBEAEHbI NPaBUSbHO, TO NApOSib TEKYLLIEro Nonb3oBaTens dyaeT 3anncaH Ha NepPCOHanbHbIN
naeHTudmkaTop.

2.5 WameHeHue PIN-koga nepcoHanbHOro naeHtudumkaropa

¢ Mpn  3agaHun/mameHeHmn PIN-koga aAns nepcoHanbHbIX — 3NEKTPOHHbIX
naeHtudmkatopos eToken, SafeNet eToken, ruToken, JaCarta, ESMART Token un
Avest Token c¢ wucnonb3oBaHnem C3W «bnokxoct-CeTb 3» He creagyert
MCrnonb30BaTb CUMBOSIbI PYCCKOro andgasuTa.

Onepaumsa cmeHbl PIN-koga nepcoHanbHOro naeHtudukatopa nonb3oBaTtens MoxeT ObiTb
npousseneHa CaMOCTOATENbHO Monb3oBatenemM — Yyepes ananorosoe okHo C3U «bnokxocT-
Cetb 3» (B cnyyae HecootBetcTBUSA PIN-koga TpeboBaHMAM yCTaHOBIEHHOW MNOMUTUKM
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GesonacHocTM unu B crnyydae ycrtaHoBkn AB TpeGoBaHus cmeHbl PIN-koga B KOHCOMM
aAMWUHUCTPUPOBAHUS, PUCYHOK 6).

CrieHa NuH- Ko ad

Registry Device 1
WIN-TFLBE22UBC Y musin-a

_ hHH-KDﬂ, |
o o]

CMEHWTE Mt

PucyHok 6 — [lnanoroeoe okHO cmeHbl PIN-koga B OC Windows Server 2008R2

Onsa wu3meHeHus nonb3oBatenem PIN-koga nepcoHanbHbX uaeHTudukaTopoB eToken,
SafeNet eToken, JaCarta, ESMART Token, Avest Token wun ruToken Heobxogmmo
BOCMOMb30BaTLCS CneunarnbHbIM NporpamMHbiM obecnevyeHnem, NocTaBngeMbIM COBMECTHO
C NgeHTUdMKaToOpPOM.

2.6 BpemeHHas 6noKMpoBKa KOMNblOTEpa

Ecnn HeoGxoaMmo BpeMeHHO MnpepBaTb paboTy Ha KoMmMblTepe, TO AN 3aWuTbl €ro oT
HEeCaHKLMOHNPOBAHHOIO UCMOMb30BaHUS MOXHO BOCMOMb30BaTLCA PYHKLMEN BrOKMPOBKM U
3anpeTuTb Nobble AeCTBUS KpOMe Pa3BroKMPOBKM.

2.6.1 BnokmpoBKa n pa3bérioKMpoBKa KOMNbIoTEpa

[na BpemeHHON GrIOKMPOBKM KOMMbIOTEPA BPYYHYHO (B JaHHOM pasgene npuBeaeH npumep
6nokuposku/pasbnokmposkn B OC Windows 7/Server 2008R2):

1) Haxmnte kombuHauumto knasuil <Ctrl>+<Alt>+<Del>.

2) Haxxmute kHonky Briokupoeamb komnbromep/Lock this computer.
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3) KnaBunaTtypa n akpaH MoHMTOpa 6yayT 3ab6n0KMpoBaHbI.

[Ons OnokMpoBKM KOMMbHOTEPA MOXHO TaKkKe BOCMONb30BATbCA KOMOWMHALUMEN KnaBuLl
<Win>+<L>, nocne HaxaTusa aTux Knasuw padoyas ctaHuusa dyaeT 3abnoknposaHa.

Pa3bnokupoBaTb KOMMbLIOTEP MOXET TONbKO paboTatoLwuini Ha HeM Nosb3oBaTerb.

[Ona pas3bnokupoBaHus KOMMblOTEPA MOMbL30BATENMD HEOOXOAMMO HaxaTb KOMOWHaUMIO
knasuw <Ctrl>+<Alt>+<Del>.

B pesynbTate oOTKpoeTcs Auanor BBOAA [AaHHbIX paboTalolero 3a  KOMMbTEPOM
nonb3oBaTens (NPUMep nokasaH Ha pucyHke 7). lNonb3oBaTento HeobxoaAnMOo BBECTU NapOsib
n PIN-Kog gocTtyna K CBOEMY nepcoHanbHOMYy naeHTudukaTopy. B cnyyae xpaHeHus napons
nonb3oBaTensa Ha HocuTene B OKHe pa3brioKMPOBKM OOCTAaTOMHO BBeCTUM Tonbko PIN-kon
aoctyna Kk Hocutenw. lMpu BBOAE BEPHbLIX WMAEHTUMUKALMOHHBLIX OaHHbLIX MONb30oBaTENs
(maponb 1 PIN-kog) paboyvasa ctaHums byget pasbrnokmpoBaHa.

3abnoknpoBaHo
movable A
WINZ2 ENG\Administrator

[Possrors ]

[PinCose  [KEY

PucyHok 7 — BBoa AaHHbIX nonb3oBatens ang pasbnokmposku B OC Windows Server
2008R2

Mpun HaxkaTnm Ha kHonky OmmeHa (Cancel) B ananore pas3bnoknpoBku cuctemMbl (CM. puc. 7)
OyaeT npomsBeneH BO3BpaT COCTOAHMS KOMMNbIOTEPA B PEXMM BGNOKMPOBKU.

2.6.2 ABTOMaTu4yeckas OJNIOKMpPOBKA KOMMbIOTEPA NMPU OTKIIKOYEHUUN KNHOYEeBOro
HocuTens

Ona paboumnx ctaHummn-knmeHtoB C3U «bnokxocT-CeTb 3», BKNKYEHHbIX B JOMEH, MOXHO
HacTpouTb aBToMaTu4deckyto OnokvpoBky OC B MOMEHT U3bATUS (OTKMOYEHUHA) U3
KOMMblOTEpPA KIKYEBOro HoCUTENs nonb3oBartensd. [ns aToro Heo6xoANMMO BOCMNOSb30BaTLCS
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MEXaHU3MOM HaCTpOVIKM rpynnoBbIiX NMOJIMTUK OOMEHa:

1) Ha KoHTponnepe goMeHa HacTpOUTb MOMNUTUKY OEACTBUN NPU U3bATUM CMapT-KapTbl:
MNMapamempsbi 6e3onacHocmu —JlokanbHble nonumuku —IlMapamempbl 6e3onacHocmu
—WNHmMepakmueHbIli 8x00 8 cucmemy: nogedeHUe Mpu u3esied4eHuUU cmapm-Kkapmaol
—brsiokupoeka cMapm-kapmail.

2) Ha pabouen craHumm-knueHte C3U 3anyctutb cnyxby [Monumuka yodaneHusi
cMapm-Kapm v yCTaHOBWUTb 41151 Hee aBToMaTnyeckmi 3anyck npu ctapte OC.

B pesynbTate nocne TOro, kak nonb3oBaTeNb M3BreYeT M3 KOMMbTepa CBOMW KNHYEeBOW
HocuTenb, paboyasa ctaHuusa byageT 3abnokupoBaHa.

[na pa3bnokMpoBKM MNOMb30BaTENO HEOOXOAMMO BCTaBUTb CBOW KIHOYEBOW HOCUTENb B
KOMMbIOTEP W MpPOU3BECTU [OEeUCTBUA MO aBTopu3auuu, OMuCaHHble B NyHKTe 2.6.1
HaCTOSLLLEro pykoBoACTBa.

m [Ona pabounx cTaHuun, He BKMOYEHHbIX B AOMEH, a Haxogsawmxca B pabouyen
rpynne, Hanpumep, Workgroup, HacTporka fnokanbHOW MOMAUTUKN LEWCTBUN Mpu
N3bATMM CMapT-KapTbl He npuBedeT K aBTomaTudeckon 6Gnokmposke OC npwu
N3BMEYEHNM N3 KOMMbIOTEPA KIMHOYEBOro HOCUTESS NONb3oBaTeNs.
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3 PaboTta B ycnoBusix orpaHnUYeHust 4octyna K
pecypcam

3.1 MexaHn3mbl pasrpaHMyeHus gocTyna

C3N «bnokxoct-Cetb 3» peanudyeT OUCKPELMOHHbLIM MexaHusm W  MaHgaTHoe
pasrpaHMyeHne OocTyna nosfb3oBaTernen K nokanbHbIM U CETEBbIM pecypcamM KOMMNbioTepa.
OTM  MexaHu3Mbl  nos3sondetr  obecneunTb  HaLeXHyK  3awuTy  pecypcoB  OT
HeCaHKUMOHUPOBAHHOIO A0CTyMNa M OpraHM3oBaTb 3aP(EKTUBHYIO paboTy nonb3oBaTenen B
3awmLLeHHON NHOpMaLUMOHHOW cpeae.

3.1.1 AMCKPELUOHHbIN MeXaHU3M

[VCKPELIMOHHBIN PEXMM NO3BOMSAET PasrpaHNYnTb AOCTYN K MHOpMaLMM Ha OCHOBE NpaB U
paspelueHnin. AOMUHUCTpaATOpPOM Ge30MacHOCTM MOXEeT OblTb OonpedeneH CrMCOK PecypcoB
(Hanpumep, ainoB M Nanok), AOCTYN K KOTOPbIM MOMb30BaTEN0 paspeLleH, paspeLleH
TONbKO AONS YTEHUS UK 3anpelleH. Ons npaBMMbHOMO UCMNOMb30BaHUS 3TOr0 MexaHu3ma
HeobX0AMMO yYnUTbIBaTh crieaytoLe 0COGEeHHOCTH:

o ONCKPELUMOHHBIN  MexaHu3M pasrpaHudeHns pgoctyna C3W  «bnokxoct-CeTb  3»
paboTaeT CaMOCTOSTENBHO Y COBMECTHO C aHamNoOrM4yHbIM «LWTaTHbIM» MexaHnamom OC
cemenctea Windows. B3anmopencreme aTux ABYX MEXaHU3MOB OCYLLECTBNAETCH MO
cxeme «M» B CTOPOHY y)KeCTOYeHUs npasuri 4OCTyna;

o Yy Kaxgoro u3 3aluulaeMbiX  pecypcoB eCTb  Blageneld, KOTOpPbIN  MOXET
CaMOCTOATENIbHO peann3oBaTh npaBa U pa3pelleHna OOoCTyna K CBOeMy pecypcy AnAd
Ka>Kaoro norsrib3oBartens.

3.1.2 MaHgaTHOe pa3rpaHn4eHue

MaHpaTtHoe — pasrpaHuMyeHwe  [OoCTyna OCHOBAaHO Ha  BO3MOXHOCTM  HasHayeHus
agMuHucTpaTopoM 6e3onacHOCT Nonb3oBaTensM M pecypcam YUCNOBbIX (MepapXUYECKnX)
METOK,  XapaKTepusylLwux YpOBEHb  MOMIHOMOYWA  Mnorib3oBaTened U YpOBEHb
KOHMMAEeHUManbHOCTU (OOCTYMHOCTN) PecypcoB, COOTBETCTBEHHO, W HemepapxuyecKkux
kateropun. Mpn obpaweHun Kk obbekTam UHpopmauun faHHble 06 ypOBHE MOSIHOMOYWIA
nonb3oBaTens, xpaHswmeca B 6ase AaHHbix HacTpoek C3W, cpaBHMBAKOTCA C YPOBHEM
KOHMMAEHUMANbHOCTU MHPOpMaLUn 1, Ha OCHOBE 3TUX AAHHbIX, NPUHUMAETCH pPeLleHne o
BO3MOXHOCTM MPOBeAEHNA onepauui nonb3oBatens Hag uHgopmaunen. na npaBusibHOro
NCNOMNb30BaHUA 3TOr0 MexaHM3Ma HeobxoanMOo y4nTbIBaTb cregyroLime oCoObeHHOCTH:

. yem Oornblue 3HAYeHWEe Mepapxmyeckorm MeTku, Tem Bonbwmmun npaBamun obnagaer
nonb3oBaTeNb M TeM Bbille YPOBEHb KOHPUAEHUMANBbHOCTU 3aLumLLaeMbiX PECYPCOB;

° TOJIbKO aAMUHUCTPATOpP ©e3onacHOCTU WM nonb3oBaTeNb, HaOdeNeHHbIN npaBamu
aaMUHUCTPAaTopPa ©e30nacHOCTN, MOXET N3MEHATb 3HAYEHNE METKN U KaTteropuu,
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o MaHgaTtHoe pasrpaHudeHme goctyna C3U «bnokxocTt-CeTb 3» paboTaeT COBMECTHO C
€ro ANCKPEUMOHHbIM MEXaHM3MOM W AUCKPEUMOHHbIM MexaHuamom OC Windows.
Bsaumogencrene Bcex MexaHM3MOB OCYLLEeCTBNSeTcss no cxeme «WM» B CTOPOHY
YXKeCTOYEeHMs NpaBun JOCTyna;

o CyLLeCTByeT BO3MOXHOCTb 3aJaHunsa ANs Nonb3oBaTens AUHAMUYECKON nepapxmyeckon
METKW, KoTopas no3BoNuT emy paboTtatb C [JOKYMEHTaMu pasHbiX YPOBHEW
KOH(MAaeHUMansHocTU. [Na CMeHbl YPOBHA OOCTyna Mnosib3oBaTento B 3TOM Crydae
AOCTaTOYHO BOMTU B CUCTEMY C YKa3aHUeM ApYroro 3HayeHns MeTKu U/Unn kateropuu.

PaboTta maHaaTHOroO U ANCKPELMOHHOIO MEXaAHU3MOB pa3rpaHnYeHns 4oCTyna AONOMHSAEeTCS

BO3MOXHOCTbIO OpraHusauun ayauta cobbiTUi M HanMYnem mexaHu3dmMa rapaHTUpPOBAHHOMO

yaaneHnsa oOBLEeKTOB, KOTOpble MOMorawT caenatb cuctemy 6onee  3awMEeHHON U

KOHTPOSIMPYyEMOWN.

3.2 MpaBuna paboTbl ¢ KOH(UAEeHUNaNbHbLIMM pecypcamMmmu

Mpn maHgaTHOM pexume paboTbl NONb30BaTENN MOTYT OCYLECTBNATL crieayroume Buabl
[ocTyna K hannam:

o LHocmyn Ha ymeHue. [Nonb3oBaTeNb MOXET YMTaTb MHOPMaLNIO U3 danna, ecrnv ero
YpOBEHb OOCTYyNa HE MEHbLLE, YEM YPOBEHb KOH(PUAEHLMASTbHOCTU (hanna, K KOTOpoMy
BbINOSTHAETCA nonbiTka fgocTtyna. [lonb3oBatenb MOXeT ckonuvpoBaTb ann npu
yCrnoBMM  CTPOrOro  paBeHCTBa  YPOBHS  OOCTyna  nonb3oBaTtens,  YpOBHSA
KOH(pMOEeHUMaNbLHOCTM KONMMPYeMOoro obbekTa U YpoBHS KOHpmaeHUmMansHOCTM 0b6bekTa
hanmnoBon cuctembl (Hanpumep, nanku wnu anna), B KOTOPbIN MNPOU3BOAUTCS
KonnpoBaHue.

e  [ocmyn Ha 3anuck. MNonb3oBaTenb MOXET OCYLIECTBNATb 3anncb B OOBEKT, TOMbKO
€CIn ero ypoBeHb AOCTYyrMa paBeH YPOBHIO0 KOHpMAEHUMANBHOCTN 0ObeKTa.

[lnsi BbINOMHEHWsI onepauun 3annucu nonb3oBaTtento, MMetoLemMy 6orbluee 3HaYeHNe YPOBHS
AocTtyna, HeobGxoAUMO BbINOMHUTL BXO4 B CUCTEMY C TeM YPOBHEM [OCTyna, KOTOPbIN
COOTBETCTBYET 3HAYEHMIO pecypca, OTKPbIBAEMOrO Ha 3amnuch.

UTteHune MC = MO

3anucb MC = MO

Mpu AUCKPELIMOHHOM peXume paboTbl BO3MOXHbI Crieayowmne BUabl 4ocTyna:

o Hocmyn Ha ymeHue. [Nonb3oBaTeno paspelaeTca YnTaTb MHOpMauM M3 daunna
UM Nankn v NpegocTaBnseTcss BO3MOXHOCTb KONMPOBaHUs obbekTa B nboe MecTo,
He3anpeLeHHOe AaHHbIM U APYrMM MEXaHU3MOM pasrpaHnuYeHnsa gocTyna.

o LHocmyn Ha 3anuck. C NOMOLWbIO 3TOr0 Buaa AOCTyna OCYLLEeCTBISEeTCHA ynpasrieHue
OOCTYrNoOM nonb3oBaTenen no WU3MEHEHUK codepXuMmoro dawvna, yaaneHuto,
neperMMeHoBaHNIO N NepemMeLLeHnto danna.
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